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Tom has over 30 years’ legal and business experience including:

 working for local and major national Law Firms;

 being the majority owner and executive director of his former mid-tier Law 
firm;

 being a National Operations Manager for a financial advisory IT platform 
provider

 being the WA Legal Technology Group Manager for a National Law Firm

 qualified as a Microsoft-certified Project Manager; 

 owning and managing an IT Consultancy Business; and

 being a Director and In-House Counsel for a Public Company.
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Tom is also a regular publisher of articles and is one of Australia’s leading presenters 
of legal seminars to and for various professional bodies, associations and 
government authorities on a wide range of business law and professional 
development-training topics including:

WA Department of Commerce Institute of Public Accountants CPA Australia 

Chartered Accountants Australia & NZ 
(CAANZ)

Governance Institute of Australia Mortgage & Finance Association of Australia 
(MFAA)

Law Society of WA National Electrical & Communications 
Assoc (WA)

City Insolvency Discussion Group 

Innovation Centre of WA Australian Hotels Association (WA) Forum for Directors of Indigenous 
Organisations (FDIO) 

LegalWise CLE Small Business Development 
Corporation

Australian Computer Society

The Tax Institute Australian Institute of Conveyancers 
(WA) 

Institute of Certified Bookkeepers 

Western Suburbs Business Association Business Foundations Inc WA Business Assist 

Real Estate Institute of Western 
Australia (REIWA)

Australian Transformation and 
Turnaround Association (AusTTA).

Australian Institute of Business Brokers (AIBB)
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Disclaimer

The contents of this presentation are for general information only and intended only 
as a guide. It does not constitute legal advice and must not be relied upon as such.  

Balfour Meagher expressly disclaims all liability for any loss or damage arising from 
reliance upon any information in this presentation.

If you have a matter that relates to this presentation topic or you require legal advice, 
careful review and analysis of your matter’s particular facts, information and 
documents are required before proper legal advice can be given or applied to your 
matter.
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1.2 What is “Personal Information”, ”Personal Data” and “Sensitive Information ”?

1.3 De-identifying Personal Information

1.4  Interplay with Privacy Policies and Informed Consent

2. What Business Records (including possible Personal Information) are businesses statutorily-required to keep?
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5.2   new, Australian Privacy Policy Checklist
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1. What is the Privacy Act and who does it apply to ?

• The Privacy Act 1988 (Privacy Act) was introduced to promote and protect the 
privacy of individuals and to regulate how Australian Government agencies and 
organisations with an annual turnover of more than $3 million, and some other 
organisations, handle personal information.

• The Privacy Act includes 13 Australian Privacy Principles (APPs), which apply to 
some private sector organisations, as well as most Australian Government 
agencies. These are collectively referred to as ‘APP entities’. The Privacy Act also 
regulates the privacy component of the consumer credit reporting system, tax file 
numbers, and health and medical research.

https://www.legislation.gov.au/Series/C2004A03712
https://www.legislation.gov.au/Series/C2004A03712
https://www.legislation.gov.au/Series/C2004A03712
https://www.oaic.gov.au/privacy/the-privacy-act/rights-and-responsibilities#WhoHasResponsibilitiesUnderPrivacyAct
https://www.oaic.gov.au/privacy/the-privacy-act/rights-and-responsibilities#WhoHasResponsibilitiesUnderPrivacyAct
https://www.oaic.gov.au/privacy/the-privacy-act/rights-and-responsibilities#WhoHasResponsibilitiesUnderPrivacyAct
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/what-is-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/what-is-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles
https://www.oaic.gov.au/privacy/australian-privacy-principles
https://www.oaic.gov.au/privacy/australian-privacy-principles
https://www.oaic.gov.au/privacy/the-privacy-act/credit-reporting
https://www.oaic.gov.au/privacy/the-privacy-act/credit-reporting
https://www.oaic.gov.au/privacy/the-privacy-act/credit-reporting
https://www.oaic.gov.au/privacy/the-privacy-act/tax-file-numbers
https://www.oaic.gov.au/privacy/the-privacy-act/tax-file-numbers
https://www.oaic.gov.au/privacy/the-privacy-act/tax-file-numbers
https://www.oaic.gov.au/privacy/the-privacy-act/health-and-medical-research
https://www.oaic.gov.au/privacy/the-privacy-act/health-and-medical-research
https://www.oaic.gov.au/privacy/the-privacy-act/health-and-medical-research
https://www.oaic.gov.au/privacy/the-privacy-act/health-and-medical-research
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1.1 What are the Australian Privacy Principles (APPs)?

Principle Title Purpose
APP 1 Open and transparent management of personal 

information
Ensures that APP entities manage personal information in an open and transparent way. This includes having a 
clearly expressed and up to date APP privacy policy.

APP 2 Anonymity and pseudonymity Requires APP entities to give individuals the option of not identifying themselves, or of using a pseudonym. Limited 
exceptions apply.

APP 3 Collection of solicited personal information Outlines when an APP entity can collect personal information that is solicited. It applies higher standards to the 
collection of sensitive information.

APP 4 Dealing with unsolicited personal information Outlines how APP entities must deal with unsolicited personal information.
APP 5 Notification of the collection of personal 

information
Outlines when and in what circumstances an APP entity that collects personal information must tell an individual 
about certain matters.

APP 6 Use or disclosure of personal information Outlines the circumstances in which an APP entity may use or disclose personal information that it holds.

APP 7 Direct marketing An organisation may only use or disclose personal information for direct marketing purposes if certain conditions are 
met.

APP 8 Cross-border disclosure of personal information Outlines the steps an APP entity must take to protect personal information before it is disclosed overseas.

APP 9 Adoption, use or disclosure of government related 
identifiers

Outlines the limited circumstances when an organisation may adopt a government related identifier of an individual 
as its own identifier, or use or disclose a government related identifier of an individual.

APP 10 Quality of personal information An APP entity must take reasonable steps to ensure the personal information it collects is accurate, up to date and 
complete. An entity must also take reasonable steps to ensure the personal information it uses or discloses is 
accurate, up to date, complete and relevant, having regard to the purpose of the use or disclosure.

APP 11 Security of personal information An APP entity must take reasonable steps to protect personal information it holds from misuse, interference and 
loss, and from unauthorised access, modification or disclosure. An entity has obligations to destroy or de-identify 
personal information in certain circumstances.

APP 12 Access to personal information Outlines an APP entity’s obligations when an individual requests to be given access to personal information held 
about them by the entity. This includes a requirement to provide access unless a specific exception applies.

APP 13 Correction of personal information Outlines an APP entity’s obligations in relation to correcting the personal information it holds about individuals.

https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-1-app-1-open-and-transparent-management-of-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/what-is-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/what-is-a-privacy-policy
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-2-app-2-anonymity-and-pseudonymity
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-3-app-3-collection-of-solicited-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/collection-of-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/what-is-personal-information#SensitiveInfo
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-4-app-4-dealing-with-unsolicited-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-5-app-5-notification-of-the-collection-of-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-6-app-6-use-or-disclosure-of-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-7-app-7-direct-marketing
https://www.oaic.gov.au/privacy/your-privacy-rights/advertising-and-marketing/direct-marketing
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-8-app-8-cross-border-disclosure-of-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-9-app-9-adoption-use-or-disclosure-of-government-related-identifiers
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/use-and-disclosure-of-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-10-app-10-quality-of-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-11-app-11-security-of-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-12-app-12-access-to-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/access-your-personal-information
https://www.oaic.gov.au/privacy/australian-privacy-principles-guidelines/chapter-13-app-13-correction-of-personal-information
https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/correct-your-personal-information
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1.2 What is “Personal Information”, ”Personal Data” and “Sensitive Information ”?

• “Personal Information” is information or an opinion about an 
identified individual, or an individual who is reasonably 
identifiable: whether the information or opinion is true or not; 
and whether the information or opinion is recorded in a 
material form or not.*

• “Personal Data“ may be defined as things such as information 
about a person e.g. their name, address, email, mobile phone 
number, current location, medical information, date of birth, 
driver’s licence, passport, tax file number, etc.

• “Sensitive information” is personal information which includes 
information or an opinion about an individual's: racial or 
ethnic origin, political opinions or associations, religious or 
philosophical beliefs.*

• * Privacy Act 1988 (Cth)
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1.3 De-identifying Personal Information

De-identification and the Privacy Act

• De-identification is a privacy-enhancing tool. When done well, it can help your entity meet its 
obligations under the Privacy Act and build trust in your data governance practices.

• Information that has undergone an appropriate and robust de-identification process is not 
personal information and is therefore not subject to the Privacy Act. 

• Whether information is personal or de-identified will depend on the context. Information will 
be de-identified where the risk of an individual being re-identified in the data is very low in the 
relevant release context (or data access environment). 

• Put another way, information will be de-identified where there is no reasonable likelihood of 
re-identification occurring.

• De-identification involves two steps. The first is the removal of direct identifiers. The second is 
taking one or both of the following additional steps:
 the removal or alteration of other information that could potentially be used to re-

identify an individual; and/or
 the use of controls and safeguards in the data access environment to prevent re-

identification.

• The OAIC recommends that entities also refer to the De-Identification Decision-Making 
Framework, produced jointly by the OAIC and CSIRO-Data61, which provides a comprehensive 
framework for approaching de-identification in accordance with the Privacy Act.

https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework
https://data61.csiro.au/en/Our-Research/Our-Work/Safety-and-Security/Privacy-Preservation/De-identification-Decision-Making-Framework
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1.4 Interplay with Privacy Policies and Informed Consent

• Under the Privacy Act, in many cases, the collection, use or disclosure of personal information is 
justified by the individual’s consent. 

• This is consistent with the “notice and choice” model for privacy regulation i.e we receive notice of 
the proposed treatment of our information and we have a choice about whether to accept.

• Though, 94% of Australians do not read or privacy policies that apply to them – and that’s rational 
behaviour - as it would take the average person 244 hours per year (six working weeks) to read or 
privacy policies that apply to them!*

• Therefore, in many cases, consumers are not truly providing their “informed consent” to current uses 
of their personal information.

– In fact, the CPRC Report states around one in five Australians: “…wrongly believed that if a 
company had a Privacy Policy, it meant they would not share information with other websites or 
companies”.

HOWEVER a very recent survey by research company Nature, conducted exclusively for The Australian Financial Review, 
found that 50% of respondents had refused to give their personal details to a company at least once since the Optus, 
Medibank and ATO cyber attacks. More than two in three people said they had become more worried about the security 
of their personal data held by companies.

• More than three-quarters of people said they wouldn’t share personal information with a service provider if they 
didn’t have to, and 63% said they were rethinking which companies absolutely needed data on them.

• Less than a quarter of respondents were not worried about sharing their personal data with companies, Nature 
found.

*Consumer Policy Research Centre (www.cprc.org.au - April 2018).

https://www.afr.com/companies/financial-services/why-this-executive-refuses-to-hand-over-his-data-to-buy-a-burger-20221109-p5bwx7
https://www.afr.com/companies/financial-services/why-this-executive-refuses-to-hand-over-his-data-to-buy-a-burger-20221109-p5bwx7
https://www.afr.com/companies/financial-services/why-this-executive-refuses-to-hand-over-his-data-to-buy-a-burger-20221109-p5bwx7
https://www.afr.com/companies/financial-services/why-this-executive-refuses-to-hand-over-his-data-to-buy-a-burger-20221109-p5bwx7
https://www.afr.com/companies/financial-services/why-this-executive-refuses-to-hand-over-his-data-to-buy-a-burger-20221109-p5bwx7
https://www.afr.com/companies/financial-services/why-this-executive-refuses-to-hand-over-his-data-to-buy-a-burger-20221109-p5bwx7
https://www.afr.com/companies/financial-services/why-this-executive-refuses-to-hand-over-his-data-to-buy-a-burger-20221109-p5bwx7
https://www.abc.net.au/news/2022-10-21/medibank-data-breach-cyber-expert-warning/101557684
https://www.abc.net.au/news/2022-10-21/medibank-data-breach-cyber-expert-warning/101557684
https://www.abc.net.au/news/2022-10-21/medibank-data-breach-cyber-expert-warning/101557684
https://www.abc.net.au/news/2022-10-21/medibank-data-breach-cyber-expert-warning/101557684
https://www.abc.net.au/news/2022-10-21/medibank-data-breach-cyber-expert-warning/101557684
https://www.abc.net.au/news/2022-10-21/medibank-data-breach-cyber-expert-warning/101557684
http://www.cprc.org.au/
http://www.cprc.org.au/
http://www.cprc.org.au/
http://www.cprc.org.au/
http://www.cprc.org.au/
http://www.cprc.org.au/
http://www.cprc.org.au/
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2. What Business Records (including possible Personal Information) are 
businesses statutorily-required to keep?

Category Minimum Retention Period

Corporate Tax Records

•Income
•Expenses
•Liabilities
•Assets (receipts, sales, purchases, etc.)

5 years (min.) from the end of the accounting period. 
(Longer if tax returns are late…)

GST Records

•Taxable supply
•Importation
•Creditable acquisition & importation

5 years following the assessment period

Company Documents

•Statutory books
•Board minutes
•Resolutions

Keep indefinitely

•Accounting records with regards to transactions and 
all supporting documentation

7 years

•Other business registers 5 years (min.) from date of last entry

Personnel Files (HR documents)

•Employee records*, payroll, wages, worker’s comp, 
etc.

7 years from EOFY
(*though there may be a limited exemption under the Privacy 
Act)

https://www.ato.gov.au/business/record-keeping-for-business/overview-of-record-keeping-rules-for-business/
https://business.gov.au/finance/payments-and-invoicing/record-keeping#:%7E:text=The%20Australian%20Securities%20%26%20Investments%20Commission,keep%20records%20for%20seven%20years.
https://asic.gov.au/for-business/running-a-company/company-officeholder-duties/what-books-and-records-should-my-company-keep/
https://www.fairwork.gov.au/pay-and-wages/paying-wages/record-keeping
https://www.oaic.gov.au/privacy/privacy-for-organisations/employee-records-exemption
https://www.oaic.gov.au/privacy/privacy-for-organisations/employee-records-exemption
https://www.oaic.gov.au/privacy/privacy-for-organisations/employee-records-exemption
https://www.oaic.gov.au/privacy/privacy-for-organisations/employee-records-exemption
https://www.oaic.gov.au/privacy/privacy-for-organisations/employee-records-exemption
https://www.oaic.gov.au/privacy/privacy-for-organisations/employee-records-exemption
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3. What is a “Notifiable Data Breach”? 

• Under the Notifiable Data Breaches (NDB) scheme any organisation or 
agency the Privacy Act 1988 must notify affected individuals and the 
OAIC when a data breach is likely to result in serious harm to an 
individual whose personal information is involved.

• A data breach occurs when personal information an organisation or 
agency holds is lost or subjected to unauthorised access or disclosure. 
For example, when:

 a device with a customer’s personal information is lost or stolen

 a database with personal information is hacked

 personal information is mistakenly given to the wrong person

• The notification to individuals must include recommendations about 
the steps they should take in response to the data breach. You should 
notify the OAIC using their online Notifiable Data Breach form. For more 
information, see Report a Data Breach

https://www.oaic.gov.au/privacy/notifiable-data-breaches/about-the-notifiable-data-breaches-scheme
https://forms.business.gov.au/smartforms/landing.htm?formCode=OAIC-NDB
https://www.oaic.gov.au/privacy/notifiable-data-breaches/report-a-data-breach
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3.1  How a Data Breach may occur

• Malicious or criminal attacks are a leading cause of data breaches notified to the 
OAIC.

• Strong password protection strategies, including raising staff awareness about 
the importance of protecting credentials, can greatly reduce the risk of this type 
of data breach.

• Australia’s leading agency on national cyber security, the Australian Cyber 
Security Centre (ACSC), says credentials (usernames and passwords) are typically 
stolen when:

 a user is tricked into entering their credentials into a page that mimics the 
legitimate site;

 a brute-force (automated trial-and-error) attack on username and password 
combinations is performed against a service, if it doesn’t prevent such activity;

 a service is compromised, and credentials are stolen and used to access the 
system or tested against other sites such as social media and email; and/or

 a user’s system is compromised by malware designed to steal credentials.
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3.2 OAIC’s Notifiable Data Breaches (January to June 2022…) 



Copyright © 2019 
Peopleistic Pty Ltd

3.2 OAIC’s Notifiable Data Breaches (January to June 2022) cont’d 
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3.3      Statutory Penalties for breaching the Privacy Act

• If an APP entity is found to have engaged in a serious, or repeated, 
interference with an individual’s privacy, the APP entity may face 
penalties of up to:
 $2.2 million for corporate bodies; and/or

 $500,000 for non-corporate bodies (including government departments/agencies, sole-traders, 

partnerships, trusts, unincorporated associations)*.

• An APP entity will interfere with an individual’s privacy if (among other 
things) it:
 breaches an APP

 breaches an APP code that is binding on the relevant entity (noting that the Australian Information 
Commission may impose an APP code on a particular organisation or industry)

 breaches the credit reporting provisions of the Privacy Act

 breaches the CR Code

 breaches a provision of a Commonwealth contract for which it is to provide services and/or

 handles a tax file number contrary to the Tax File Rule (which has been issued by the Australian 
Information Commissioner pursuant to the Privacy Act).
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3.3      Statutory Penalties for breaching the Privacy Act cont’d

• After Optus and Medibank reported significant breaches of customer 
data, including sensitive health information, the Albanese government was now 
moving to increase penalties for serious or repeated breaches of customer data.

• The Federal Attorney General, Mark Dreyfus, who has had cybercrime added to 
his portfolio, will introduce the legislation (see over       for detailed summary) 
which would increase penalties for serious or repeated data breaches from $2.2m 
to whatever is higher: 
i. $50m; 
ii. three times the value of any benefit obtained through the misuse of 

information; or
iii.  30% of a company’s adjusted turnover i.n the relevant period

https://www.theguardian.com/business/2022/oct/01/optus-data-hack-australians-scramble-to-change-passports-and-driver-licences-after-telco-data-debacle
https://www.theguardian.com/technology/2022/oct/21/medibank-hack-explained-what-do-we-know-about-the-data-breach-and-who-is-at-risk
https://ministers.ag.gov.au/media-centre/tougher-penalties-serious-data-breaches-22-10-2022
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3.5 Data Breaches: Threats and Consequences

Data Breach Targets
• Business data only becomes a target when it is of value to a third party. Different kinds of data are 

more or less valuable to third parties and represent different levels of risk to a business. 
• The different types of data include the following:

 Personally Identifiable Information. This includes data such as social security numbers, 
contact information, birth dates, education and other personal information.

 Financial Information. This includes charge card numbers and expiry dates, bank accounts, 
investment details and similar data.

 Health Information. This includes details on health conditions, prescription drugs, treatments 
and medical records.

 Intellectual Property. This includes product drawings and manuals, specifications, scientific 
formulas, marketing texts and symbols, proprietary software and other material that the 
business has developed.

 Competition Information. This includes data on competitors, market studies, pricing 
information and business plans.

 Legal Information. This includes documentation on court cases the company may be 
pursuing, legal opinions on business practices, merger and acquisition details and regulatory 
rulings.

 IT Security Data. This includes lists of user names and passwords, encryption keys, security 
strategies and network structure.

Some recent, Small Business Cyber Security statistics 

https://www.strongdm.com/blog/small-business-cyber-security-statistics
https://www.strongdm.com/blog/small-business-cyber-security-statistics
https://www.strongdm.com/blog/small-business-cyber-security-statistics
https://www.strongdm.com/blog/small-business-cyber-security-statistics
https://www.strongdm.com/blog/small-business-cyber-security-statistics
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3.5  Data Breaches: Threats and Consequences cont’d

Data Breach Consequences (in addition to fines & penalties…)

1. Revenue Loss
• Significant revenue loss as a result of a security breach is common. Studies show that 29% of businesses that face a data breach end-up losing 

revenue. Of those that lost revenue, 38% experienced a loss of 20% or more.
• A non-functional website, for example, may cause potential customers to explore other options. 
• But any IT system downtime can lead to work disruptions.

2. Damage to Brand Reputation
• A security breach can impact much more than just your short-term revenue. The long-term reputation of your brand is at stake as well.
• For one, you don’t necessarily want your emails leaked. In most cases, you need these emails to remain private.
• However, customers value their privacy, too — and breaches often involve customer payment information. Potential leads will be hesitant to trust a 

business with a history of shoddy data security.

3. Loss of Intellectual Property
• Loss of revenue and damaged reputation can be catastrophic. However, in some cases, hackers will also target designs, strategies, and blueprints.
• Businesses within the manufacturing and construction industries are more prone to this threat. Smaller businesses tend to believe they won’t get hit. 

But 46 % of hacks target small businesses. This is because they’re easier to attack.
• Losing intellectual property can impact the competitiveness of your business. Some rivals would not hesitate to take advantage of stolen information.

4. Hidden Costs
• Surface-level costs are just the beginning. There are many hidden costs related to breaches as well.
• For instance, legal fees may come into play. Also, you may need to spend more on PR and investigations, not to mention insurance premium hikes.
• Regulatory fines are another reality that many businesses overlook. 

5. Online Vandalism
• Some hackers fancy themselves as pranksters. In these cases, a security breach might only lead to few word changes on your website.
• While this seems relatively harmless, it can actually cause a lot of damage. Subtle changes are harder to notice.
• For example, a hacker might change a few letters or numbers on your contact page. They may also add vulgar content to some of your webpages.
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4. What is “Cyber Risk Insurance”?

• While all products are different, the range of assistance provided under 
a cyber policy includes coverage for:
 forensic investigation;
 data restoration;
 customer notification and rectification e.g. call centres; and
 indemnification of penalties imposed by government regulators.

• Where the data breach is due to the malicious acts of a foreign 
government actor or criminal gang coverage may include costs related 
to:
• the services of a negotiator;
• legal advice to determine if any ransom payment is legal or 

reportable; and
• indemnification of the ransom the business decides to pay.

 See also report by Insurance Council of Australia “Cyber Insurance: 
Protecting Our Way Of Life In A Digital World”

https://insurancecouncil.com.au/wp-content/uploads/2022/03/Cyber-Insurance_March2022-final.pdf
https://insurancecouncil.com.au/wp-content/uploads/2022/03/Cyber-Insurance_March2022-final.pdf
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4.1 Sample of modern Cyber Risk Insurance ‘Application Proposal’!

• Very important to know/understand all the various limitations, exclusions 
& undertakings an Insurer may require the Insured to attend to as part of 
their cyber risk insurance policy; 

• including not limited to the insured's extensive arrangements relating to 
data/records purging (cf. statutory responsibility to keep various business 
records) etc!
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5. Before preparing a new Privacy Policy – 
Your related internal IT, Data &Security reviews

• So, whilst updating preparing Privacy Policy to also comply with the APPs (please note it's not 
just a legal advisor-drafting exercise yet also very much an internal procedures and compliance-
aspect for each individual business and its owners). 

– Here's a link to a related article I’ve published in relation to the Privacy Act and the Europe Union’s (EU) 
far more onerous General Data Protection Regulations (GDPRs). 

 (and, if you want a preview of how far and progressive privacy laws can be, then California’s Consumer 
Privacy Act (CCPA) is one of the world leaders in such!)

– plus also a general article in relation to Businesses’ IT Security.

• Consider the various ‘accountability and governance’ plus the ‘consent’ requirements’ in 
relation to GDPR data processing. As this too will be the most time and cost-effective way, and 
will also assist in being able to then suitably update/ prepare your new privacy policy to comply 
with the GDPRs. 

• You ought to also undertake a ‘privacy impact assessment ’, a ‘data protection impact 
assessment” and evaluate your all current technology platforms: 
 (e.g. are your data systems obtaining 'personal information’ and holding such in the (nebeulous) ‘cloud’ 

and, if they are in the cloud, do you know if your provider’s cloud servers are only situated in Australia - 
such as Microsoft's Azure or Amazon Web Services?);

 your key people who will be effectively your ‘controllers’; and 
 if you outsource any of your data which contains ‘personal data/identifiers, your third-party 

‘processors’ e.g. contractors or third-party service providers.

• Lastly, again, please be sure to liaise with your licensed insurance broker to ensure you have 
appropriate cyber and other related digital risks’ insurance policies in place (plus anything else 
they may recommend/advise for your particular).

https://url.avanan.click/v2/___https:/urldefense.proofpoint.com/v2/url?u=https-3A__www.bmlegaladvisors.com.au_privacy-2Dpolicies-2Dand-2Dcomplying-2Dwith-2Dthe-2Dnew-2Dgeneral-2Ddata-2Dprotection-2Dregulations-2Dgdprs_&d=DwMGaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=0I6dfS6sn2eP_ltmh5CmiPGt0S6U0XoEgz9T9TygIlY&m=0g12C9UDiXNYJNTJLSp6gIqpTc8gI7YkYBj7uQNN6eE&s=q7uvn8WpuZQ0aqsSqQBnza5ZuVvFY3RiMxFtuk3Q790&e=___.YXAzOmJtbGVnYWxhZHZpc29yczphOm86YmFhZTA4ODE4ZWE0NzgxNmFhOGNkN2M0M2M2MTI5MjQ6NjpkY2MxOmViNTIwNjIyNjdmZWJjZjhmZWRlMWZkYWNhYWRlZTkyYWIwNTEwNDI4ZjE3OWJiZjMxOGI1M2IxZDNkNTRlY2U6aDpU
https://gdpr.eu/what-is-gdpr/
https://oag.ca.gov/privacy/ccpa#:%7E:text=The%20CCPA%20requires%20business%20privacy,the%20Right%20to%20Non%2DDiscrimination.
https://oag.ca.gov/privacy/ccpa#:%7E:text=The%20CCPA%20requires%20business%20privacy,the%20Right%20to%20Non%2DDiscrimination.
https://url.avanan.click/v2/___https:/urldefense.proofpoint.com/v2/url?u=https-3A__www.bmlegaladvisors.com.au_technology-2Dbusiness-25E2-2580-258B-2Dsystems-2Dit-2Dsecurity-2Dlike-2Dhome-25E2-2580-258B_&d=DwMGaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=0I6dfS6sn2eP_ltmh5CmiPGt0S6U0XoEgz9T9TygIlY&m=0g12C9UDiXNYJNTJLSp6gIqpTc8gI7YkYBj7uQNN6eE&s=UcfNfbTylapZ4mZo80CotYW3_qnMVqbGSsDlPC8or4c&e=___.YXAzOmJtbGVnYWxhZHZpc29yczphOm86YmFhZTA4ODE4ZWE0NzgxNmFhOGNkN2M0M2M2MTI5MjQ6NjpiMzhiOmU4ZDkzOGQ5Yzg5YTRjZGNmZGEyNjY2YTgzZWI0YjY2NjQxYmNjN2M2NjE0ODM3ZWI5NzRmM2Y5NDk5MDBiYzY6aDpU
https://www.oaic.gov.au/privacy/the-privacy-act/review-of-the-privacy-act/privacy-act-review-issues-paper-submission/part-7
https://gdpr.eu/gdpr-consent-requirements/
https://privacy.org.au/policies/pia/
https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-impact-assessments
https://www.dataprotection.ie/en/organisations/know-your-obligations/data-protection-impact-assessments
https://www.apra.gov.au/licensing-guidelines-for-general-insurers
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5.1  Sample overview of what a contemporary Privacy Policy 
   may address.
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5.2  new Privacy Policy preparation checklist: 
   
� introduction and statement to explain how Your Business approaches privacy 

and the management of personal information;

� explanatory statement about the APPs;

� the types of personal information Your Business collects, and why this is 
collected, how the personal information is collected and used by Your 
Business; 

� information about third party software and systems which Your Business may 
use to collect and store information; 

� how personal information is kept secure and protected;

� when Your Business may disclose personal information; 

� when any such personal information can be transferred overseas such as to 
third party provider;

� notification to visitors and users of Your Business’ website;

� informing about Your Business’ use of social networking services; 

� when and how Your Business can make changes to its Privacy Policy;

� how a person can access, correct or update their personal information; and

� who to contact if there is complaint, question or concern about what 
information Your Business holds or about the accuracy of that personal 
information.
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Useful Cyber Security Resources and Links

• Attorney-General’s Department

• Australian Cyber Security Centre

• Business.gov.au

• Office of the Australian Information Commissioner

• Australian Institute of Company Directors    

https://www.protectivesecurity.gov.au/resources/australian-government-and-international-resources
https://www.protectivesecurity.gov.au/resources/australian-government-and-international-resources
https://www.protectivesecurity.gov.au/resources/australian-government-and-international-resources
https://www.protectivesecurity.gov.au/resources/australian-government-and-international-resources
https://www.cyber.gov.au/
https://www.cyber.gov.au/
https://business.gov.au/online/cyber-security
https://business.gov.au/online/cyber-security
https://www.oaic.gov.au/
https://www.oaic.gov.au/
https://www.aicd.com.au/risk-management/framework/cyber-security/cyber-security-governance-principles.html
https://www.aicd.com.au/risk-management/framework/cyber-security/cyber-security-governance-principles.html
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Thank You!
Top-tier quality legal work and business advice delivered directly by highly experienced, 
personable senior lawyers, business advisors & professional trainers.  Balfour Meagher’s services 
include:

 Commercial Law
 Technology & Internet Law
 Estate & Business Succession Planning
 Business and Equity Sales/M&As
 Loans and Securities Arrangements
 Property & Leasing Law
 IP Commercialisation & Brand Protection
 Specialist Medical, Pharmacy & Allied Health Services
 Conveyancing & Settlements
 Professional Training, Presentations & Seminars

www.bmlegaladvisors.com.au

https://www.bmlegaladvisors.com.au/commercial-lawyers/
https://www.bmlegaladvisors.com.au/commercial-lawyers/
https://www.bmlegaladvisors.com.au/technology-law/
https://www.bmlegaladvisors.com.au/technology-law/
https://www.bmlegaladvisors.com.au/estate-business-succession-planning/
https://www.bmlegaladvisors.com.au/estate-business-succession-planning/
https://www.bmlegaladvisors.com.au/financial-loans-securities-guarantees/
https://www.bmlegaladvisors.com.au/financial-loans-securities-guarantees/
https://www.bmlegaladvisors.com.au/financial-loans-securities-guarantees/
https://www.bmlegaladvisors.com.au/financial-loans-securities-guarantees/
https://www.bmlegaladvisors.com.au/financial-loans-securities-guarantees/
https://www.bmlegaladvisors.com.au/financial-loans-securities-guarantees/
https://www.bmlegaladvisors.com.au/ip-commercialisation-brand-protection/
https://www.bmlegaladvisors.com.au/ip-commercialisation-brand-protection/
https://www.bmlegaladvisors.com.au/medical-pharmacy-health-care-providers-lawyers/
https://www.bmlegaladvisors.com.au/medical-pharmacy-health-care-providers-lawyers/
https://www.bmlegaladvisors.com.au/coveyancing-settlements/
https://www.bmlegaladvisors.com.au/coveyancing-settlements/
https://www.bmlegaladvisors.com.au/legal-seminars-presentations-topics/
https://www.bmlegaladvisors.com.au/legal-seminars-presentations-topics/
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Tom Meagher  
 

Director 
E:  tom@bmlegaladvisors.com.au  
W: www.bmlegaladvisors.com.au 
P: +61 8 9322 3842      
A: The Park Business Centre 
     45 Ventnor Ave, West Perth, WA 6005   
Email Disclaimer | Subscribe 
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